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l. Introduction

In recent years, the rapid integration of technology in educational settings has
dramatically transformed the landscape of learning, particularly in light of global events
such as the COVID-19 pandemic. With the shift towards online learning, educational
institutions have increasingly embraced e-learning management systems, which have
introduced a plethora of cybersecurity threats impacting both operational efficacy and
student safety (Sama et al., 2025). As the demand for cybersecurity professionals continues
to rise, it has become imperative for secondary institutions to develop comprehensive
STEM curricula that include a focus on cybersecurity (Spencer et al., 2025). This evolution
highlights the intersection of technological innovation and the need for robust security
measures within educational environments, particularly as schools strive to protect
sensitive data amidst rising threats . The combination of these challenges underscores the
necessity for effective risk mitigation strategies tailored to the unique context of the
education sector, emphasizing a proactive approach to cybersecurity (Gavrysh et al., 2025).
The visual representation of technologys role through encapsulates this need for enhanced
digital infrastructure and security measures in education.

A.  Overview of the importance of cybersecurity in educational settings

As educational institutions increasingly rely on digital tools and online platforms,
the importance of robust cybersecurity measures cannot be overstated. These environments
are rife with vulnerabilities due to the sensitive nature of the data they handle, including
student records, financial transactions, and proprietary information. A lack of adequate
cybersecurity training among staff, as highlighted in recent studies, can exacerbate these
vulnerabilities, leaving institutions open to threats such as phishing and data breaches
(Babalola et al., 2025). Furthermore, the push for digital transformation in higher
education necessitates a strong IT infrastructure to safeguard against emerging cyber
threats (Ravichandran et al., 2025). The need for comprehensive policies, as illustrated in
important documents addressing legal requirements for K-12 cybersecurity, emphasizes
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the critical role of governance in creating secure educational settings (Syah et al., 2025).

To effectively protect their communities and foster a culture of cyber awareness, schools
must prioritize cybersecurity as a fundamental aspect of their operational strategy,
illustrated effectively in .

Il.  Common Cybersecurity Threats

In the realm of educational institutions, the susceptibility to common cybersecurity
threats poses significant challenges to the security of sensitive information and operational
integrity. Among the most prominent threats are ransomware attacks, which have
particularly affected universities due to their extensive reliance on interconnected network
systems. “Ransomware remains a significant threat to the education sector. In these
attacks, cybercriminals encrypt an institution’s data and demand a ransom for its release.”
Additionally, phishing attacks, often targeting faculty and students, facilitate unauthorized
access to vital systems, leading to data breaches and financial losses. A systematic review
of e-learning management systems further highlights issues such as operational failures
and outdated software, exacerbating vulnerability to cyber threats (Sama et al., 2025).
Moreover, inadequate cybersecurity training among educators contributes to a culture of
negligence regarding cyber safety, as evidenced by varying awareness levels among
teachers about cyber threats (Ravichandran et al., 2025). Addressing these issues is
essential to bolster the cybersecurity framework within educational settings, effectively
mitigating risks .
Threat Type Prevalence Impact
Phishing Attacks 92% of primary schoolsCompromised student and staff]

and 89% of secondarydata, unauthorized access to
schools reported phishingjschool networks and systems,

attacks financial losses, identity theft,
reputational damage
Ransomware 80% of lower educationDisruption of  educational

providers and 79% ofjactivities, data loss, financial
higher education providersstrain from paying the ransom
were hit by ransomware |or recovering data, potential
loss of sensitive information,
reputational damage

Data Breaches 54% of  educationalExposure of sensitive student
institutions experienced aand staff information, privacy
security breach in 2020  violations, legal consequences

Distributed  Denial  of[Educational organizations|/interruption of online classes
Service (DDoS) Attacks |lexperienced an average ofland remote learning tools,

2,507 attacks periinaccessibility ~ of  school
organization per week inwebsites and online portals,
Q1 of 2023 frustration and  decreased
productivity among students
and staff
Insider Threats 21% of schools reportedUnauthorized access to

unauthorized use  ofisensitive information, sabotage
computers, networks, orjof IT systems and data, erosion
servers by pupils of trust within the school
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Common Cybersecurity Threats in Educational Institutions

A.  Types of cyberattacks faced by educational institutions

In the landscape of educational institutions, various types of cyberattacks pose
: significant threats to data security and operational integrity. Among the most prevalent are
n phishing attacks, where malicious actors exploit human vulnerabilities to gain
unauthorized access to sensitive information. Furthermore, ransomware attacks are
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CIE‘ increasingly targeting schools, locking critical data and demanding hefty ransoms for
) release, as evidenced by the growing number of incidents during the transition to online
(: learning platforms (Sama et al., 2025). Additionally, advanced persistent threats (APTS)
N exploit institutions’ often outdated technology, presenting myriad opportunities for data
- breaches as attackers infiltrate networks slowly and methodically (Association of Forensics
éj C and Investigators T et al., 2025). Notably, supply chain vulnerabilities can also
— compromise educational networks, emphasizing the interconnected risks facing these
g organizations (Barikdar et al., 2025). Given these diverse threats, institutions must remain
=) vigilant and implement comprehensive cybersecurity measures, such as those illustrated
= in, to safeguard their digital environments.
e I11.  Impact of Cybersecurity Breaches
o Cybersecurity breaches in educational institutions can have profound consequences,
CU significantly affecting both operational integrity and student security. As reliance on digital

platforms, particularly in the wake of the COVID-19 pandemic, has surged, so too have the
risks associated with these online environments ((Sama et al., 2025)). Breaches can lead to
unauthorized access to sensitive data, including personal and financial information of
students and faculty, compounding the potential damage ((Ravichandran et al., 2025)). A
study revealed that “the consequences of any cyberattack can be devastating and extremely
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costly, but an attack on an educational institution can also impact students’ personal
information, research data, financial information, etc.” This reality underscores the
importance of robust cybersecurity frameworks within these institutions to not only protect
vital information but also ensure the continuity of educational operations in an increasingly
digital world ((Flores et al., 2025)). Enhanced training and awareness programs are critical
in cultivating a culture of cybersecurity among educators and students alike.

A.  Consequences of data breaches on students and faculty

The repercussions of data breaches extend far beyond immediate financial losses,
significantly impacting both students and faculty within educational institutions. When
sensitive personal information, such as academic records or financial data, is
compromised, it can lead to identity theft, academic fraud, and a pervasive sense of
insecurity among students. Such breaches may also tarnish an institutions reputation,
causing potential students to reconsider enrollment while faculty members may experience
heightened stress and decreased morale due to concerns over their personal data safety
(Babalola et al., 2025). Additionally, the lack of a cohesive cybersecurity policy can
further exacerbate the situation, as highlighted by the existing legal frameworks that
govern education, which institutions often struggle to implement effectively (Farooq et al.,
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2025). This detrimental cycle underscores the necessity for robust cybersecurity measures,

as evidenced by the significant investments currently made in data governance practices to
mitigate these risks (Alkhatib et al., 2025). To enhance awareness and compliance,
initiatives like those showcased in cybersecurity seminars are crucial .
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Imagel. Workspace arrangement for Cyber Hygiene Seminar

— IV. Conclusion

CU In summary, the intricate landscape of cybersecurity within educational institutions

necessitates a comprehensive approach to safeguarding digital environments. As reliance
on technological resources escalates, the wvulnerabilities associated with e-learning
management systems emerge as critical concerns, underscoring the importance of
proactive risk management strategies tailored to meet specific institutional needs, as
emphasized by (Sama et al., 2025). Furthermore, the evolution of virtual desktop
infrastructure presents both opportunities and challenges, indicating the need for effective
resource allocation and optimization to bolster educational efficacy while minimizing
cybersecurity risks, supported by insights from (Akhmetov et al., 2025). Additionally, the
integration of diversity, equity, and inclusion considerations in digital transformation
efforts reinforces the importance of a holistic approach to cybersecurity that accounts for
the varied experiences of all stakeholders within the institution (Babalola et al., 2025).
Ultimately, fostering an organizational culture that prioritizes cybersecurity awareness, as
shown in (Ravichandran et al., 2025), is essential for protecting the academic community
and ensuring a secure educational environment. The image of a school icon surrounded by
interconnected networks in symbolizes this connectedness and the need for robust digital
safeguards.

A.  Strategies for improving cybersecurity in educational institutions

To enhance cybersecurity in educational institutions, a multifaceted approach is
essential, focusing on awareness, technology, and policy implementation. Initiating
comprehensive training programs for staff and students about cyber threats is pivotal, as
many educators currently exhibit a limited understanding of online dangers, underscoring
the necessity for targeted awareness campaigns to foster a culture of cybersecurity within
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schools (Ravichandran et al., 2025). Furthermore, establishing robust IT infrastructure and

governance frameworks can significantly mitigate vulnerabilities, enabling schools to
adopt best practices and comply with legal requirements essential for data protection
(Vaman D et al., 2025). Integrating diversity, equity, and inclusion (DEI) principles into
digital transformation efforts can also ensure that all stakeholders benefit from enhanced
n cybersecurity initiatives, thus addressing existing disparities (Babalola et al., 2025).
Additionally, developing and adhering to a strategic, well-defined cybersecurity policy can
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GS streamline response protocols and strengthen resilience against cyber incidents, as
) highlighted in institutional studies (Permana | et al., 2025). The striking visual of
g encapsulates this integration of technology and governance in educational institutions,
D illustrating the critical intersection of learning and cybersecurity.
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Image2. Digital representation of educational technology integration.

10N

REFERENCES:

e Spencer, Robert (2025) The Urgency of Instituting Systemic Cybersecurity Curriculum
within STEM at Secondary Educational Levels in Preparation for Postsecondary
Institutions.. doi: https://core.ac.uk/download/650174434.pdf

eSama, Hendi, Titoni, Erica, Tjahyadi, Surya (2025) Risk Analysis In Indonesian
Educational Online Learning Systems: A Systematic Literature Review. doi:
https://core.ac.uk/download/652146749.pdf

e Ravichandran, R, Sasikala, P, Singh, Sonam (2025) Exploring School Teachers\u27
Cyber Security Awareness, Experiences, and Practices in the Digital Age. doi:
https://core.ac.uk/download/643772264.pdf

e Ask, Torvald Fossden, Juozapavicius, Ausrius, Knox, Benjamin James, Lapin, et al.
(2025) Human-Centric Approach to Cyber Threat Identification: The Role of Cognition,
Experience, and Education in Decision-Making. doi:
https://core.ac.uk/download/646196037.pdf

eSama, Hendi, Titoni, Erica, Tjahyadi, Surya (2025) Risk Analysis In Indonesian
Educational Online Learning Systems: A Systematic Literature Review. doi:
https://core.ac.uk/download/652146749.pdf

Open Access | Scientific Online | Conference Proceedings

COMFEREMNCES OF PRACTICE

1: INTERMATIOMAL Interna t

38



MODERN DIGITAL TECHNOLOGIES IN EDUCATION: PROBLEMS AND PROSPECTS.
International online conference.

Date: 15" May-2025
e Akhmetov, Bakhytzhan, Alimseitova, Zhuldyz, Bereke, Madina, Izbasova, et al. (2025)

Estimation of the required number of nodes of a university cloud virtualization cluster. doi:
https://core.ac.uk/download/642896109.pdf
e Babalola, Sunday Samson, Genga, Cheryl Akinyi (2025) Digital Transformation: The
: Need for a Sustainable Green Culture in African Higher Education Institutions. doi:
n https://core.ac.uk/download/654398721.pdf
e Ravichandran, R, Sasikala, P, Singh, Sonam (2025) Exploring School Teachers\u27

WFer 2
A iy

CIE Cyber Security Awareness, Experiences, and Practices in the Digital Age. doi:
) https://core.ac.uk/download/643772264.pdf
(: eSama, Hendi, Titoni, Erica, Tjahyadi, Surya (2025) Risk Analysis In Indonesian
D Educational Online Learning Systems: A Systematic Literature Review. doi:
< https://core.ac.uk/download/652146749.pdf
D e Spencer, Robert (2025) The Urgency of Instituting Systemic Cybersecurity Curriculum
e within STEM at Secondary Educational Levels in Preparation for Postsecondary
g Institutions.. doi: https://core.ac.uk/download/650174434.pdf
-) e Syah, Ahmad Rizki (2025) An In-depth Overview and Analysis of the Indonesian
7 Banking Sector. doi: https://core.ac.uk/download/645569740.pdf
R e Gavrysh, Iryna, Kholtobina, Oleksandra, Kryshtanovych, Myroslav, Noskova, et al.
g— (2025) Information Modeling Methodology in the Distance Learning Process. doi:
CU https://core.ac.uk/download/636457312.pdf

e Ravichandran, R, Sasikala, P, Singh, Sonam (2025) Exploring School Teachers\u27
Cyber Security Awareness, Experiences, and Practices in the Digital Age. doi:
https://core.ac.uk/download/643772264.pdf

e Dasu Vaman, Ravi Prasad (2025) Edutech For All: Bridging Gaps in Inclusive Learning.
doi: https://core.ac.uk/download/639311844.pdf

e Babalola, Sunday Samson, Genga, Cheryl Akinyi (2025) Digital Transformation: The
Need for a Sustainable Green Culture in African Higher Education Institutions. doi:
https://core.ac.uk/download/654398721.pdf

e lwan Permana, Setyo Widagdo, M. Nuh, M. Kholid Mawardi (2025) Technology as a
Catalyst for Improving Soldier Professionalism in  Modern Warfare. doi:
https://core.ac.uk/download/640071010.pdf

e Ask, Torvald Fossaen, Juozapavicius, Ausrius, Knox, Benjamin James, Lapin, et al.
(2025) Human-Centric Approach to Cyber Threat Identification: The Role of Cognition,
Experience, and Education in Decision-Making. doi:
https://core.ac.uk/download/646196037.pdf

e Ravichandran, R, Sasikala, P, Singh, Sonam (2025) Exploring School Teachers\u27
Cyber Security Awareness, Experiences, and Practices in the Digital Age. doi:
https://core.ac.uk/download/643772264.pdf

e Babalola, Sunday Samson, Genga, Cheryl Akinyi (2025) Digital Transformation: The
Need for a Sustainable Green Culture in African Higher Education Institutions. doi:
https://core.ac.uk/download/654398721.pdf

10N

Open Access | Scientific Online | Conference Proceedings

RACTICE

COMNFERENCES OF P

: IMTERMATIOMNAL Interna t

39



MODERN DIGITAL TECHNOLOGIES IN EDUCATION: PROBLEMS AND PROSPECTS.
International online conference.

Date: 15" May-2025
e Gavrysh, Iryna, Kholtobina, Oleksandra, Kryshtanovych, Myroslav, Noskova, et al.

(2025) Information Modeling Methodology in the Distance Learning Process. doi:
https://core.ac.uk/download/636457312.pdf
eSama, Hendi, Titoni, Erica, Tjahyadi, Surya (2025) Risk Analysis In Indonesian
: Educational Online Learning Systems: A Systematic Literature Review. doi:
n https://core.ac.uk/download/652146749.pdf
e Ravichandran, R, Sasikala, P, Singh, Sonam (2025) Exploring School Teachers\u27

WFer 2
A iy

CIE Cyber Security Awareness, Experiences, and Practices in the Digital Age. doi:

) https://core.ac.uk/download/643772264.pdf

g ede Silva de Alwis, Rangita (2025) Gendering the New International Convention on

D Cybercrimes and New Norms on Atrtificial Intelligence and Emerging Technologies. doi:

< https://core.ac.uk/download/651409983.pdf

D eFlores, Mara Elaiza Augustine, Hendartho, Dony (2025) Embracing the Metaverse:
e Transforming Government Efficiency and Effectiveness. doi:

g https://core.ac.uk/download/639905758.pdf

D e Ask, Torvald Fossden, Juozapavi€ius, Ausrius, Knox, Benjamin James, Lapin, et al.
7 (2025) Human-Centric Approach to Cyber Threat Identification: The Role of Cognition,
-’ Experience, and Education in Decision-Making. doi:
] https://core.ac.uk/download/646196037.pdf

CU e Association of Cyber Forensics and Threat Investigators, EImisery, Ahmed M., Sertovic,

Mirela, Watson, Paul, et al. (2025) Cyber threats in financial transactions: addressing the
dual challenge of Al and quantum computing. doi:
https://core.ac.uk/download/648373484.pdf

eSama, Hendi, Titoni, Erica, Tjahyadi, Surya (2025) Risk Analysis In Indonesian
Educational Online Learning Systems: A Systematic Literature Review. doi:
https://core.ac.uk/download/652146749.pdf

e Barikdar, Clinton Ronjon, Das, Niropam, Das, Sachin, Goffer, et al. (2025)
Cybersecurity and Supply Chain Integrity: Evaluating the Economic Consequences of
Vulnerabilities in U.S. Infrastructure. doi: https://core.ac.uk/download/636457298.pdf

e Babalola, Sunday Samson, Genga, Cheryl Akinyi (2025) Digital Transformation: The
Need for a Sustainable Green Culture in African Higher Education Institutions. doi:
https://core.ac.uk/download/654398721.pdf

e Farooq, Ali, Khan, Naurin Farooq, Kiran, Uzma, Murtaza, et al. (2025) Explanatory and
predictive modeling of cybersecurity behaviors using protection motivation theory. doi:
https://core.ac.uk/download/624085571.pdf

e Alkhatib, F., Alkhatib, F. (2025) The Power of Dark Data - Exploring the Role of Data
Governance. doi: https://core.ac.uk/download/647986137.pdf

e Korea Maritime Institute, Korea Research Institute of Ships and Ocean Engineering,
World Maritime University (2025) Maritime digitalization and decarbonization: a
sustainable future. doi: https://core.ac.uk/download/639359070.pdf

e TABLE Fuaad Aidarus (2024). Common Cyber Threats Faced by Educational Institutes.
** Retrieved from https://www.securiwiser.com/blog/common-cyber-threats-faced-by-

10N

Open Access | Scientific Online | Conference Proceedings

RACTICE

COMNFERENCES OF P

: IMTERMATIOMNAL Interna t

40



MODERN DIGITAL TECHNOLOGIES IN EDUCATION: PROBLEMS AND PROSPECTS.
International online conference.

Date: 15" May-2025
educational-institutes/  *Note.* Adapted from Common Cyber Threats Faced by

Educational Institutes, by Fuaad Aidarus, 2024. Retrieved from
https://www.securiwiser.com/blog/common-cyber-threats-faced-by-educational-institutes/.
Fuaad Aidarus (2024). Common Cyber Threats Faced by Educational Institutes. **.
: Retrieved  from  https://www.securiwiser.com/blog/common-cyber-threats-faced-by-
n educational-institutes/  *Note.* Adapted from Common Cyber Threats Faced by
Educational Institutes, by Fuaad Aidarus, 2024. Retrieved from

WFer 2
A iy

CIE https://www.securiwiser.com/blog/common-cyber-threats-faced-by-educational-institutes/.
) Seren Thompson (2024). Cyber Security for Education. **. Retrieved from
g https://www.datalinknetworks.net/dIn_blog/what-you-need-to-know-about-cyber-security-
D and-education *Note.* Adapted from Cyber Security for Education, by Seren Thompson,
< 2024. Retrieved from https://www.datalinknetworks.net/dIn_blog/what-you-need-to-know-
ab) about-cyber-security-and-education.  Seren Thompson (2024). Cyber Security for
— Education. **. Retrieved from https://www.datalinknetworks.net/dIn_blog/what-you-need-
g to-know-about-cyber-security-and-education *Note.* Adapted from Cyber Security for
- Education, by Seren Thompson, 2024. Retrieved from
7 https://www.datalinknetworks.net/dIn_blog/what-you-need-to-know-about-cyber-security-
-’ and-education. Grady Andersen, MoldStud Research Team (2024). Cybersecurity for
a— Educational Institutions: Protecting Student Privacy and Information. *MoldStud*.
CU Retrieved from https://moldstud.com/articles/p-cybersecurity-for-educational-institutions-

protecting-student-privacy-and-information  *Note.* Adapted from Cybersecurity for
Educational Institutions: Protecting Student Privacy and Information, by Grady Andersen,
MoldStud Research Team, 2024, MoldStud. Retrieved from
https://moldstud.com/articles/p-cybersecurity-for-educational-institutions-protecting-
student-privacy-and-information.

e \Workspace arrangement for Cyber Hygiene Seminar [FIGURE]. (2025). Retrieved from
https://www.microsoft.com/en-us/security/blog/wp-
content/uploads/2024/10/MSFT_CyberSignals_8thEdition_Feature-Image.png

e Digital representation of educational technology integration. [FIGURE]. (2025).
Retrieved from https://www.cisa.gov/sites/default/files/styles/hero_large/public/2023-
07/HERO-K12%20Building_ GLOWING-02.png?h=0cb8e0f7&itok=CfrEtpZ7

10N

Open Access | Scientific Online | Conference Proceedings

RACTICE

COMNFERENCES OF P

: IMTERMATIOMNAL Interna t

41



